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Critical vulnerabilities in outdated software pose the most signi.cant threat 
to your business security5
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RKS1 OVERVIEW
Cyber threats are a reality, swift and silent. Your business is your single largest investment. Regular cyber audits 
act as your early warning system, pinpointing risks before they strike. It's about being proactive, not reactive. 
Strengthen your defenses, ensure your business's resilience and prosperity in the face of digital dangers.

4%T Exploitable software vulnerabilities found B Aging assets more than 4 years old
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This is your 3 Step Cyber Action Plan to 
reduce security risks:
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Cyber Score Report
DAR1 :E3 REPORT SUMMARY

:hy it matters0
Discovering your employees' work emails and passwords on the dark web spells serious trouble. It's a gold mine 
for cybercriminals. Armed with your team's emails and passwords from the Dark Web, they can raid your assets 
in seconds, not days. This isn't just risky; it's a direct threat to your business's survival.

BB Email accounts for sale on the Dark Web 42 Total Accounts Scanned

Oop Accounts Pame Losition 3reaches

bdunaway@am1st.com  4B
eball@am1st.com Eric Ball Managing Director 4T
dguthrie@am1st.com David Guthrie Vice President 48
kwiese@am1st.com Katerina Wiese Vice President 6
mholloway@am1st.com Matt Holloway H
abyrne@am1st.com Amy Byrne Client Care O-cer 2
privacy@am1st.com  2
e@am1st.com  2
rocky@am1st.com  2
dholloway@am1st.com  2

xow to .k it0
By implementing MultiF&actor Authentication and ongoing Dark Web monitoring, even if passwords are exposed, 
your business remains sealed. Turn your vulnerabilities into strengths, safeguarding your future and setting you 
apart from the competition.
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What could go wrong:
Using o6FtheFshelf marketing tools, 
criminals Znd your employees' details, 
then match them with credentials from 
the Dark Web. Armed with emails ( passF
words, they e6ortlessly access banking, 
email, and cloud services. This simple 
but e6ective method exposes your busiF
ness to serious Znancial risks and data 
breaches.
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Cyber Score Report
Dar9 :eb &ull Report Most Recent 3reaches

BB Email accounts for sale on the Dark Web 42 Total accounts scanned

3reach Date Email Address 3reached Account

2024F0)F22 bdunaway@am1st.com 8acks L2024N

2024F02F2= bdunaway@am1st.com DemandScience by Pure Incubation

2024F02F2= dguthrie@am1st.com DemandScience by Pure Incubation

2024F02F2= eball@am1st.com DemandScience by Pure Incubation

2024F02F2= kwiese@am1st.com DemandScience by Pure Incubation

2024F02F2= mholloway@am1st.com DemandScience by Pure Incubation

2021F04F0= dguthrie@am1st.com qinkedIn Scraped Data L2021N

2021F04F0= eball@am1st.com qinkedIn Scraped Data L2021N

2020F11F04 bdunaway@am1st.com Cit0day

2020F11F04 dguthrie@am1st.com Cit0day

2020F11F04 eball@am1st.com Cit0day

2020F11F04 kwiese@am1st.com Cit0day

2020F11F04 mholloway@am1st.com Cit0day

2020F10F03 bdunaway@am1st.com Gravatar

2020F10F03 dguthrie@am1st.com Gravatar

2020F10F03 eball@am1st.com Gravatar

2020F10F03 kwiese@am1st.com Gravatar

2020F10F03 mholloway@am1st.com Gravatar

2020F09F2= bdunaway@am1st.com ?itro

2020F05F10 bdunaway@am1st.com 8acks
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What could go wrong:
Using o6FtheFshelf marketing tools, 
criminals Znd your employees' details, 
then match them with credentials from 
the Dark Web. Armed with emails ( passF
words, they e6ortlessly access banking, 
email, and cloud services. This simple 
but e6ective method exposes your busiF
ness to serious Znancial risks and data 
breaches.
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Cyber Score Report
Dar9 :eb &ull Report 1/1 F All Monitored Accounts

BB Email accounts for sale on the Dark Web 42 Total accounts scanned

Oop Accounts Pame Losition 3reaches

bdunaway@am1st.com 4B
eball@am1st.com Eric Ball Managing Director 4T
dguthrie@am1st.com David Guthrie Vice President 48
kwiese@am1st.com Katerina Wiese Vice President 6
mholloway@am1st.com Matt Holloway H
abyrne@am1st.com Amy Byrne Client Care O-cer 2
privacy@am1st.com 2
e@am1st.com 2
rocky@am1st.com 2
dholloway@am1st.com 2
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What could go wrong:
Using o6FtheFshelf marketing tools, 
criminals Znd your employees' details, 
then match them with credentials from 
the Dark Web. Armed with emails ( passF
words, they e6ortlessly access banking, 
email, and cloud services. This simple 
but e6ective method exposes your busiF
ness to serious Znancial risks and data 
breaches.
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Cyber Score Report
EMAKW KMLERSNPAOKNP REPORT

:hy it matters0
Email fraud can devastate a small business where criminals can forge your identity to trick clients or employees, 
risking Znances, and reputation. Without SP&, DKIM, and DMARC, your email domain is an open door to such 
impersonation and deceit.

Status Record

Pass vzspf1 include:spf.protection.outlook.com include:spf.smarsh.com  Fall

&ail ?o DKIM records found.

&ail ?o DMARC records found. We recommend you use: vzDMARC1; pzreject;

Pass Microsoft Exchange Online Protection gateway detected

xow to .k it0
Implementing SP&, DKIM, and DMARC seals your email domain against imposters, safeguarding your business's 
communications. This trio veriZes emails' authenticity, blocking fraudsters, protecting your Znances, and mainF
taining your reputation. It's a clear step towards securing your business's integrity and trustworthiness.
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What could go wrong:
D?S records are the internet's phone 
book. Criminals can easily spot your email 
system's weaknesses, as straightforward 
as reading the phone book. They can then 
automatically send emails to your emF
ployees, masQuerading as you, the CEO, 
or HR. Who wouldn't open an email titled 
'Vacation Policy Updates' from HRX
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Cyber Score Report
Asset Ris9 Report

:hy it matters0
Outdated software and vulnerable devices are open invitations for cyber thieves, jeopardi<ing your revenue and 
customer trust. With weekly vulnerabilities emerging, ignoring updates transforms your business into a prime 
target for data theft and ransomware attacks.

4%T Exploitable software vulnerabilities found V Total assets scanned

Lriority Fulnerability

Critical j>uery 7SS allows execution of untrusted code via …optionP elements

High Outdated j>uery version can be exploited for security breaches

Medium Di-eFHellman Key Exchange triggers serverFside DHE calculations, causing 
DoS

Medium IP &orwarding Enabled allows unauthori<ed access to network tra-c

Low j>uery allows execution of text/javascript responses via crossFdomain Ajax 
reQuests

Low j>uery 7SS allows attackers to construct malicious payloads more easily

Low j>uery object extensions allow property injection, leading to prototype polF
lution

Low j>uery 1.2 7SS allows execution of untrusted code

Low j>uery load method executes enclosed script logic, enabling crossFsite 
scripting

Low j>uery 7SS exploit allows malicious code injection through text method

xow to .k it0
By deploying regular software updates, rigorous network conZgurations, and advanced protection protocols, 
you not only close the door on potential attackers but also ensure it stays closed. Proactive maintenance and 
monitoring services mean that your network remains resilient against the everFevolving threat landscape.
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What could go wrong:
?eglected and outdated devices are sigF
niZcant cyber risks. They're ideal for atF
tackers to spread malware. One phishing 
email can trigger a domino e6ect parF
aly<ing your whole company. With new 
software exploits daily, such oversights 
Quickly escalate from minor issues to 
major security breaches. 
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Cyber Score Report
Asset Inventory 1/1 F All Monitored Assets

Ris9s KL Address Fendor Age Category

4) 192.1)=.2.1 Sagemcom Broadband SAS 3

4) 192.1)=.2.1 Sagemcom Broadband SAS 3

10 192.1)=.2.11 MicroFstar Intl 9 Home ( O-ce

) 192.1)=.2.14 Ieee Registration Authority 3 Home ( O-ce

) 192.1)=.2.10 Shanghai Simcom qimited 9 Mobile

) 192.1)=.2.)2 GFpro Computer 1) Home ( O-ce

) 192.1)=.2.1) 0

5 192.1)=.2.1) Intel Corporate 5 Home ( O-ce

3 192.1)=.2.12 Gq Technologies LHong KongN qimited 5 Home ( O-ce
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What could go wrong:
Using o6FtheFshelf marketing tools, 
criminals Znd your employees' details, 
then match them with credentials from 
the Dark Web. Armed with emails ( passF
words, they e6ortlessly access banking, 
email, and cloud services. This simple 
but e6ective method exposes your busiF
ness to serious Znancial risks and data 
breaches.
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Cyber Score Report
Fulnerability Inventory 1/Q F All Monitored Ris9s

Lriority KL Address Ris9 8amily Fulnerability

Critical 192.1)=.2.1 Web applicationR j>uery 1.0.3 … 3.5.0 7SS Vulnerability

Critical 192.1)=.2.1 Web applicationR j>uery 1.0.3 … 3.5.0 7SS Vulnerability

High 192.1)=.2.1 Web applicationR j>uery End of qife LEOqN Detection F qinux

High 192.1)=.2.1 Web applicationR j>uery End of qife LEOqN Detection F qinux

Medium 192.1)=.2.1 SSq and TqS Di-eFHellman Ephemeral Key Exchange DoS VulnerabilityR

Medium 192.1)=.2.1 General IP &orwarding Enabled F Active Check

Medium 192.1)=.2.14 General IP &orwarding Enabled F Active Check

Medium 192.1)=.2.10 General IP &orwarding Enabled F Active Check

Medium 192.1)=.2.)2 General IP &orwarding Enabled F Active Check

Medium 192.1)=.2.1) General IP &orwarding Enabled F Active Check

Medium 192.1)=.2.1 SSq and TqS Di-eFHellman Ephemeral Key Exchange DoS VulnerabilityR

Medium 192.1)=.2.1 General IP &orwarding Enabled F Active Check

qow 192.1)=.2.1 Service detection HTTP Server type and version

qow 192.1)=.2.1 SSq and TqS SSq/TqS: CertiZcate F SelfFSigned CertiZcate Detection

qow 192.1)=.2.1 SSq and TqS SSq/TqS: CertiZcate F Subject Common ?ame Does ?ot MatchR

qow 192.1)=.2.1 General ICMP Timestamp Reply Information Disclosure

qow 192.1)=.2.1 Service detection Services

qow 192.1)=.2.1 SSq and TqS SSq/TqS: Report ?on Weak Cipher Suites

qow 192.1)=.2.1 SSq and TqS SSq/TqS: Collect and Report CertiZcate Details

qow 192.1)=.2.1 Windows SMB log in

Secure Your Business | Castile Security Support | Support@CastileSecurity.com

% SOEL AOOAC1

What could go wrong:
Using o6FtheFshelf marketing tools, 
criminals Znd your employees' details, 
then match them with credentials from 
the Dark Web. Armed with emails ( passF
words, they e6ortlessly access banking, 
email, and cloud services. This simple 
but e6ective method exposes your busiF
ness to serious Znancial risks and data 
breaches.
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Cyber Score Report
Fulnerability Inventory 2/Q F All Monitored Ris9s

Lriority KL Address Ris9 8amily Fulnerability

qow 192.1)=.2.1 SSq and TqS SSq/TqS: CertiZcate Too qong Valid

qow 192.1)=.2.1 Windows Check for Accessible Registry LWindows SMB qoginN

qow 192.1)=.2.1 SSq and TqS SSq/TqS: Report Perfect &orward Secrecy LP&SN Cipher Suites

qow 192.1)=.2.1 SSq and TqS SSq/TqS: Version Detection

qow 192.1)=.2.1 SSq and TqS SSq/TqS: HTTP Strict Transport Security LHSTSN Missing

qow 192.1)=.2.1 Product detection OS Detection Consolidation and Reporting

qow 192.1)=.2.1 Service detection D?S Server Detection LTCPN

qow 192.1)=.2.1 SSq and TqS SSq/TqS: ?P? / AqP? Extension and Protocol Support Detection

qow 192.1)=.2.1 SSq and TqS SSq/TqS: HTTP Public Key Pinning LHPKPN Missing

qow 192.1)=.2.1 SSq and TqS SSq/TqS: HPKP / HSTS / ExpectFCT Headers sent via plain HTTP

qow 192.1)=.2.1 Service detection Unknown OS and Service Banner Reporting

qow 192.1)=.2.1 Service detection Hostname Determination Reporting

qow 192.1)=.2.1 Windows SMB qogin Successful &or Authenticated Checks

qow 192.1)=.2.1 Service detection HTTP Server Banner Enumeration

qow 192.1)=.2.1 Service detection SMB/CI&S Server Detection

qow 192.1)=.2.1 SSq and TqS SSq/TqS: Hostname discovery from server certiZcate

qow 192.1)=.2.1 Web applicationR Web Application Scanning Consolidation / Info Reporting

qow 192.1)=.2.1 Web applicationR HTTP Security Headers Detection

qow 192.1)=.2.1 SSq and TqS SSq/TqS: Safe/Secure Renegotiation Support Status

qow 192.1)=.2.1 SSq and TqS SSq/TqS: Untrusted CertiZcate Detection
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What could go wrong:
Using o6FtheFshelf marketing tools, 
criminals Znd your employees' details, 
then match them with credentials from 
the Dark Web. Armed with emails ( passF
words, they e6ortlessly access banking, 
email, and cloud services. This simple 
but e6ective method exposes your busiF
ness to serious Znancial risks and data 
breaches.
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Cyber Score Report
Fulnerability Inventory 3/Q F All Monitored Ris9s

Lriority KL Address Ris9 8amily Fulnerability

qow 192.1)=.2.1 Service detection SMBv1 Enabled F Active Check

qow 192.1)=.2.1 Web applicationR j>uery … 3.0.0 7SS Vulnerability

qow 192.1)=.2.1 Web applicationR j>uery … 1.9.0 7SS Vulnerability

qow 192.1)=.2.1 Web applicationR j>uery … 3.4.0 Object Extensions Vulnerability

qow 192.1)=.2.1 Web applicationR j>uery 1.2 … 3.5.0 7SS Vulnerability

qow 192.1)=.2.1 Web applicationR j>uery … 1.9.0 7SS Vulnerability

qow 192.1)=.2.1 Product detection j>uery Detection Consolidation

qow 192.1)=.2.1 Web applicationR j>uery 1.4.2 …z 1.11.0 7SS Vulnerability

qow 192.1)=.2.1 General Traceroute

qow 192.1)=.2.1 SSq and TqS SSq/TqS: Report Supported Cipher Suites

qow 192.1)=.2.1 Service detection SMB Remote Version Detection

qow 192.1)=.2.1 Service detection CPE Inventory

qow 192.1)=.2.1 Windows Microsoft Windows SMB Accessible Shares

qow 192.1)=.2.1 SSq and TqS SSq/TqS: Report Medium Cipher Suites

qow 192.1)=.2.11 Service detection HTTP Server type and version

qow 192.1)=.2.11 General Relative IP IdentiZcation number change

qow 192.1)=.2.11 Service detection Services

qow 192.1)=.2.11 Product detection OS Detection Consolidation and Reporting

qow 192.1)=.2.11 Service detection Hostname Determination Reporting

qow 192.1)=.2.11 Service detection HTTP Server Banner Enumeration
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What could go wrong:
Using o6FtheFshelf marketing tools, 
criminals Znd your employees' details, 
then match them with credentials from 
the Dark Web. Armed with emails ( passF
words, they e6ortlessly access banking, 
email, and cloud services. This simple 
but e6ective method exposes your busiF
ness to serious Znancial risks and data 
breaches.

Apr 9, 2025 | Page 10/14



Cyber Score Report
Fulnerability Inventory 4/Q F All Monitored Ris9s

Lriority KL Address Ris9 8amily Fulnerability

qow 192.1)=.2.11 Web applicationR Web Application Scanning Consolidation / Info Reporting

qow 192.1)=.2.11 Web applicationR HTTP Security Headers Detection

qow 192.1)=.2.11 General Traceroute

qow 192.1)=.2.11 Service detection CPE Inventory

qow 192.1)=.2.1) Product detection OS Detection Consolidation and Reporting

qow 192.1)=.2.1) Service detection Unknown OS and Service Banner Reporting

qow 192.1)=.2.1) Service detection Hostname Determination Reporting

qow 192.1)=.2.1) General Check open ports

qow 192.1)=.2.1) General Traceroute

qow 192.1)=.2.12 Product detection OS Detection Consolidation and Reporting

qow 192.1)=.2.12 Service detection Hostname Determination Reporting

qow 192.1)=.2.12 General Traceroute

qow 192.1)=.2.14 General ICMP Timestamp Reply Information Disclosure

qow 192.1)=.2.14 Product detection OS Detection Consolidation and Reporting

qow 192.1)=.2.14 Service detection Hostname Determination Reporting

qow 192.1)=.2.14 General Traceroute

qow 192.1)=.2.14 Service detection CPE Inventory

qow 192.1)=.2.10 General ICMP Timestamp Reply Information Disclosure

qow 192.1)=.2.10 Product detection OS Detection Consolidation and Reporting

qow 192.1)=.2.10 Service detection Hostname Determination Reporting
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What could go wrong:
Using o6FtheFshelf marketing tools, 
criminals Znd your employees' details, 
then match them with credentials from 
the Dark Web. Armed with emails ( passF
words, they e6ortlessly access banking, 
email, and cloud services. This simple 
but e6ective method exposes your busiF
ness to serious Znancial risks and data 
breaches.
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Cyber Score Report
Fulnerability Inventory 5/Q F All Monitored Ris9s

Lriority KL Address Ris9 8amily Fulnerability

qow 192.1)=.2.10 General Traceroute

qow 192.1)=.2.10 Service detection CPE Inventory

qow 192.1)=.2.)2 General ICMP Timestamp Reply Information Disclosure

qow 192.1)=.2.)2 Product detection OS Detection Consolidation and Reporting

qow 192.1)=.2.)2 Service detection Hostname Determination Reporting

qow 192.1)=.2.)2 General Traceroute

qow 192.1)=.2.)2 Service detection CPE Inventory

qow 192.1)=.2.1) General ICMP Timestamp Reply Information Disclosure

qow 192.1)=.2.1) Product detection OS Detection Consolidation and Reporting

qow 192.1)=.2.1) Service detection Hostname Determination Reporting

qow 192.1)=.2.1) General Traceroute

qow 192.1)=.2.1) Service detection CPE Inventory

qow 192.1)=.2.1 Service detection HTTP Server type and version

qow 192.1)=.2.1 SSq and TqS SSq/TqS: CertiZcate F SelfFSigned CertiZcate Detection

qow 192.1)=.2.1 SSq and TqS SSq/TqS: CertiZcate F Subject Common ?ame Does ?ot MatchR

qow 192.1)=.2.1 General ICMP Timestamp Reply Information Disclosure

qow 192.1)=.2.1 Service detection Services

qow 192.1)=.2.1 SSq and TqS SSq/TqS: Report ?on Weak Cipher Suites

qow 192.1)=.2.1 SSq and TqS SSq/TqS: Collect and Report CertiZcate Details

qow 192.1)=.2.1 Windows SMB log in
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What could go wrong:
Using o6FtheFshelf marketing tools, 
criminals Znd your employees' details, 
then match them with credentials from 
the Dark Web. Armed with emails ( passF
words, they e6ortlessly access banking, 
email, and cloud services. This simple 
but e6ective method exposes your busiF
ness to serious Znancial risks and data 
breaches.
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Cyber Score Report
Fulnerability Inventory )/Q F All Monitored Ris9s

Lriority KL Address Ris9 8amily Fulnerability

qow 192.1)=.2.1 SSq and TqS SSq/TqS: CertiZcate Too qong Valid

qow 192.1)=.2.1 Windows Check for Accessible Registry LWindows SMB qoginN

qow 192.1)=.2.1 SSq and TqS SSq/TqS: Report Perfect &orward Secrecy LP&SN Cipher Suites

qow 192.1)=.2.1 SSq and TqS SSq/TqS: Version Detection

qow 192.1)=.2.1 SSq and TqS SSq/TqS: HTTP Strict Transport Security LHSTSN Missing

qow 192.1)=.2.1 Product detection OS Detection Consolidation and Reporting

qow 192.1)=.2.1 Service detection D?S Server Detection LTCPN

qow 192.1)=.2.1 SSq and TqS SSq/TqS: ?P? / AqP? Extension and Protocol Support Detection

qow 192.1)=.2.1 SSq and TqS SSq/TqS: HTTP Public Key Pinning LHPKPN Missing

qow 192.1)=.2.1 SSq and TqS SSq/TqS: HPKP / HSTS / ExpectFCT Headers sent via plain HTTP

qow 192.1)=.2.1 Service detection Unknown OS and Service Banner Reporting

qow 192.1)=.2.1 Service detection Hostname Determination Reporting

qow 192.1)=.2.1 Windows SMB qogin Successful &or Authenticated Checks

qow 192.1)=.2.1 Service detection HTTP Server Banner Enumeration

qow 192.1)=.2.1 Service detection SMB/CI&S Server Detection

qow 192.1)=.2.1 SSq and TqS SSq/TqS: Hostname discovery from server certiZcate

qow 192.1)=.2.1 Web applicationR Web Application Scanning Consolidation / Info Reporting

qow 192.1)=.2.1 Web applicationR HTTP Security Headers Detection

qow 192.1)=.2.1 SSq and TqS SSq/TqS: Safe/Secure Renegotiation Support Status

qow 192.1)=.2.1 SSq and TqS SSq/TqS: Untrusted CertiZcate Detection
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What could go wrong:
Using o6FtheFshelf marketing tools, 
criminals Znd your employees' details, 
then match them with credentials from 
the Dark Web. Armed with emails ( passF
words, they e6ortlessly access banking, 
email, and cloud services. This simple 
but e6ective method exposes your busiF
ness to serious Znancial risks and data 
breaches.
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Cyber Score Report
Fulnerability Inventory Q/Q F All Monitored Ris9s

Lriority KL Address Ris9 8amily Fulnerability

qow 192.1)=.2.1 Service detection SMBv1 Enabled F Active Check

qow 192.1)=.2.1 Web applicationR j>uery … 3.0.0 7SS Vulnerability

qow 192.1)=.2.1 Web applicationR j>uery … 1.9.0 7SS Vulnerability

qow 192.1)=.2.1 Web applicationR j>uery … 3.4.0 Object Extensions Vulnerability

qow 192.1)=.2.1 Web applicationR j>uery 1.2 … 3.5.0 7SS Vulnerability

qow 192.1)=.2.1 Web applicationR j>uery … 1.9.0 7SS Vulnerability

qow 192.1)=.2.1 Product detection j>uery Detection Consolidation

qow 192.1)=.2.1 Web applicationR j>uery 1.4.2 …z 1.11.0 7SS Vulnerability

qow 192.1)=.2.1 General Traceroute

qow 192.1)=.2.1 SSq and TqS SSq/TqS: Report Supported Cipher Suites

qow 192.1)=.2.1 Service detection SMB Remote Version Detection

qow 192.1)=.2.1 Service detection CPE Inventory

qow 192.1)=.2.1 Windows Microsoft Windows SMB Accessible Shares

qow 192.1)=.2.1 SSq and TqS SSq/TqS: Report Medium Cipher Suites
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What could go wrong:
Using o6FtheFshelf marketing tools, 
criminals Znd your employees' details, 
then match them with credentials from 
the Dark Web. Armed with emails ( passF
words, they e6ortlessly access banking, 
email, and cloud services. This simple 
but e6ective method exposes your busiF
ness to serious Znancial risks and data 
breaches.

Apr 9, 2025 | Page 14/14


